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Douglas Bell , **Software Engineering A Programming Approach™, 3rd Edition, Addison Wesley. i
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(15)Douglas Bell , "Software Engineering A Programming Approach", 3rd Edition, Addison Wesley..
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(16)[1] 1an Somerville , "Software Engineering", Addison Wesley, 2001.

[2] Ronald J. Leach,, "Introduction to Software Engineering", CRC Press, 1999.
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1- DATABASE SECURITY - ATTACKS AND CONTROL METHODS[Emil-
BURTESCU,2009]

Ensuring the security of databases is a complex issue for companies. The more complex

the databases are the more complex the security measures that are to be applied are.

2- Network and Internet connections to databases may complicate things even
further. Also, each and every additional internal user that would be added to
user base can create further serious security problems. This purpose of this
paper is to highlight and identify the main methods and facets of attack on a
database, as well as ways to deflect attacks, through focusing on the delicate
issue of data inference. Database security presents features that must be
seriously taken into account. The first option, for a secure database is
represented by its optimal protection. Ensuring database security must be done
from outside ton inside, this involving ensuring security starting from the physical
level and ending with the data level (physical, network, host, applications and
data). Databases are a favourite target for attackers because of the data these
are containing and also because of their volume. Data warehouse is the ultimate
goal. Efforts to ensure database security are considerably higher than for the
other types of data. It is easier to implement an access list for a great number of
files than an access list for the elements of a database. Database security

mechanisms should not irritate their users ?*),

(21)DATABASE SECURITY — ATTACKS AND CONTROL METHODS[Emil- BURTESCU,2009]

74



2- Oracle Database Vault: Segregation of Duties and Privileged User Controls[Oracle
Corp. ,2009]
Oracle Database Vault is the industry's leading database security solution for

addressing regulatory compliance and concerns over the insider threat. Oracle
Database Vault helps address access control requirements associated with regulations
such as PCl and Sarbanes Oxley. Oracle Database Vault is available for Oracle Database
9i Release, Oracle Database 10g Release 2 and Oracle Database 11g Release 1. Oracle
Database Vault has been validated with Oracle PeopleSoft Applications. Validation with
additional applications including Oracle E Business Suite and Siebel is currently
underway. Using Oracle Database Vault highly privileged database users can be
prevented from accessing application data. In addition, access to applications,
databases and data can be tightly controlled based on such variables as time of day IP
address or subnet. In summary, Oracle Database Vault provides the flexible transparent

and highly adaptable security controls required in today's global economy (22)

(22)Oracle Database Vault: Segregation of Duties and Privileged User Controls[Oracle Corp. ,2009]
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3- How the database security controls adapted to threats over the last 30 years[Paul
Lesov,2006]

It is important to also note that many problems with securing data stored in the
database is not due to the lack of research but lacking security in implementation of the
database product or an application front ending the database. The shift from full trust
to partial trust was driven in part by natural tendency to not provide full trust to
anyone single individual based on dual control principle but also due to the inability of
the users to keep their own PC computers secure and database frontend not being able

to detect malicious attacks such as SQL injections.

While intense focus on database security in the last 30 years created some welcome
improvements it was still outpaced by the threat growth. Data security concerns are
evolving with new requirements emerging year to year. The amount to data and the
complexity and modularity of the databases is grown fast over time. The recent
decentralization process of outsourcing data processing creates a difficult problem for
database security. Intellectual Property Rights create a need for specific techniques for
storing and marking this data and appropriate providing access to it. New data types
used in spatial and sensor network database require new ways to provide access
control and encryption. The semantic web outlook suggests the outsourcing trend to
continue with related requirement for maintaining confidentiality and integrity of these

. . 2
query communications. @

(23)How the database security controls adapted to threats over the last 30 years[Paul Lesov,2006]
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4-Web and Database Security|Zhejiang Normal University,2015]

In recent years, with the frequent occurrence of security incidents, enterprises and
organizations have now realized the importance of designing a safety information
system. Today, information systems are heavily relied on web and database
technologies, thus the risks and threats those technologies faced will also affect the
security of information systems.

Web and database security technologies can ensure the confidentiality, integrity and
usability of data in information system, and can effectively protect the security and
reliability of information system.

Therefore, in order to better secure the information systems, we need to learn Web
and database security-related knowledge.

This chapter covers extensively practical and useful knowledge of web and database
security.

This chapter can be divided into three parts: advanced security threats, the principles
of safety design and safety audit; Advanced security threats section contains cross-site
scripting (XSS) attacks, AJAX and SQL injection attacks and other security threats, which
will be presented in detail; the principles of safe design section describe the general
safety design principles to help design information systems security; last section
describes the manual and automatically audit methods, and general security audit
framework to help readers to understand more clearly.

Database security threats
e SQLinject
e Process and Methods of SQL Attack
e Discovery of SQL Inject Bugs

Security design principle
e Web security design principle
e Database design principles

Security audit
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Security audit is based on certain security policy, improving system's performance and
safety by recording and analyzing historical events and data. Security audit includes all
actions and instruments, e.g. testing, assessing and analyzing all of the weak links in the
network information system to find the best ways to let the business run normally,
based on the maximum guarantee of safety.

It is to ensure the safe operation of network systems and prevent confidentiality
integrity and availability of the data from being damaged, prevent intentional or
unintentional human error and detect criminal activity on the network.

The network status and processes can be targeted to recorded, tracked and reviewed
by using the audit mechanism, and find safety problems.

In addition, the audit can provide the basis of making filtering rules for online
information, if the harmful information is found in the website, it will be added into the
list of route filtering, to reject all information of IP addresses on the filtering list

through information filtering mechanism. (24)

(24)Web and Database Security[Zhejiang Normal niversity,2015]
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5- Database Security: What Students Need to Know | JITE,2010]

Database security is a growing concern evidenced by an increase in the number of
reported inci- dents of loss of or unauthorized exposure to sensitive data. As the
amount of data collected, re- tainted and shared electronically expands, so does the
need to understand database security. The Defense Information Systems Agency of the
US Department of Defense (2004), in its Database

Security Technical Implementation Guide, states that database security should provide
controlled, protected access to the contents of a database as well as preserve the
integrity, consistency, and overall quality of the data. Students in the computing
disciplines must develop an understanding of the issues and challenges related to
database security and must be able to identify possible

Solutions.

At its core, database security strives to insure that only authenticated users perform
authorized activities at authorized times. While database security incorporates a wide
array of security top- ics, notwithstanding, physical security, network security,
encryption and authentication, this pa- per focuses on the concepts and mechanisms
particular to securing data. Within that context,

Database security encompasses three constructs: confidentiality or protection of data
from unauthorized disclosure, integrity or prevention from unauthorized data access,
and availability or the identification of and recovery from hardware and software errors
or malicious activity resulting in the denial of data availability.

In the computing discipline curricula, database security is often included as a topicin an
introductory database or introductory computer security course. This paper presents a
set of sub-topics that might be included in a database security component of such a
course. Mapping to the three constructs of data security, these topics include access

control, application access, vulnerability,
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inference, and auditing mechanisms. Access control is the process by which rights and
privileges are assigned to users and database objects. Application access addresses the
need to assign appropriate access rights to external applications requiring a database
connection. Vulnerability refers to weaknesses that allow malicious users to exploit
resources. Inference refers to the use of le- gitimate data to infer unknown information
without having rights to directly retrieve that information. Database auditing tracks
database access and user activity providing a way to identify breaches that have

occurred so that corrective action might be taken. ®

(25)Database Security: What Students Need to Know [ JITE,2010]
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6- HYBRID ENCRYPTION FOR CLOUD DATABASE SECURITY [IJESAT,
2015]
In cloud computing environment the new data management model is in use now a days

that enables data integration and access on a large scale cloud computing as a service
termed as Database-as-a-service (DAAS). Through which service provider offers
customer management functionalities as well as the expensive hardware. Data privacy
is the major security determinant in DAAS because data

will be shared with a third party; an un-trusted server is dangerous and unsafe for the
user. This paper shows a concern on the security element in cloud environment. It
suggests a technique to enhance the security of cloud database. This technique
provides the flexible multilevel and hybrid security. It uses RSA, Triple DES and Random
Number generator algorithms as an encrypting tool.

Taking into account the services provided by cloud computing is numerous. But still
there are some security concerns that are to be redressed. Especially because cloud
users have no choice but to rely on the service provider. Amongst the possible solutions
one can keep a local copy of its data which is not feasible as we are taking the benefit
of the services of the CSP (cloud service provider) [1]. Another factor of concern is that
the cloud is still under development process

and there are no set standards for the data storage and application communication. So
one couldn’t move his data by changing service provider though some organizations are
working towards this direction and will soon come out with a solution but till that time,
we must have some mechanism to provide security to the critical and private data
stored in the cloud like credit card information and passwords. Keeping in view this
fact, some application must be developed that will implement multi-level hybrid
encryption mechanism by using

some strong cryptographic algorithms viz. RSA, Random Number Generator and 3DES.
From the implementation of code the security has been enhanced. One can have

hierarchy of application of algorithms. The Encryption Algorithm applicability provides
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the flexibility in range and sequence to the user’s choice because from the three of the
Encryption Methods a user can apply all or omit any in any order. Even if the user does
not select any encryption technique, then random number

algorithm will be implemented by default thus providing at least a single level security.
The opted sequence will also be stored in the database so that the decryption may be
possible. The negative effect of this scheme is that it creates an overhead on the query
performance due to multilevel of encryption and decryption but for the sake of security
the performance issue can be over looked as we are concerned with only a small
amount of data like that of passwords and

not the large files. In this way we can conclude that multilevel hybrid encryption

enhances security. @

(26)HYBRID ENCRYPTION FOR CLOUD DATABASE SECURITY [IJESAT, 2015]
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. Database User clilul) sac @ aadiie @
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p JShl (8 i) omali g Alaa 5 4l Jlga -1

: Database User pasiical) ¢Lid)-1
tok WS User AalS o Layl daled (465 5 lld any o o LY o W1 pasiall Aadlall mie (Ko

CREATE USER user (user name)
IDENTIFIED {BY password } [ DEFAULT TABLESPACE tablespace ] TEMPORARY

TABLESPACE tablespace ] [ QUOTA {integer [K | M ]| UNLIMITED } ON tablespace] [
PASSWORD EXPIRE ] [ ACCOUNT { LOCK | UNLOCK }] [ PROFILE { profile |
DEFAULT }]

SO LY 0
create user Mustafa
identified by jazeera_pas;

s> ¢lni a5 User Tabale space _le dadla axiiall Jead 5 ST awgis of Lyl 13
p JEIS Gl )& ISl sa die oo L) &3 ol il

create user mustafa identified by mustafa_pas
default tablespace users
quota 50 m on users;

b LIS iy gl sl gl AdS s oS

create user mustafa
identified by mustafa _pass
default tablespace users
quota 50m on users
password Expire;
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bl WS aatiall ) A e Jiaeil) (e Lial

ALTER USER user

[ DEFAULT TABLESPACE tablespace]

[ TEMPORARY TABLESPACE tablespace]

[ QUOTA {integer [K | M] | UNLIMITED } ON
tablespace

]
Pl LS g Aalall s pal) AS 8 s aghy o it aadiiall Sy
SQL> alter user Mustafa

2 quota 50m on users;
User altered

oLl age 5o LS aBle) 5 antivua) Cilua z38 (S
cobeall Dle) e

SQL> alter user mustafa account lock;

s lall < o
SQL> alter user mustafa account unlock;

: addially JAY S 4-5

SQL> create user Mustafa

2 identified by jazeera pass;

User created.

SQL> connect mustafa / jazeera_pass

ERROR:

ORA-01045: user jazeera lacks CREATE SESSION privilege; logon denied
Warning: You are no longer connected to ORACLE.

:aladall 5-5

Gladia o gsai Al 5ylaY) alai gl (e JShg) e 5. le b Jae o adiiall 58 4 Ladlall

Pl
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. System Level aUaill ggine Je Gladla—]
Qdda g Jolaal) p LK ale <58 s2c W) e lileal) o 340 et dadlall 038

GRANT {system_privilege|role}
[, {system_privilege|role} ]...

TO {user|role|PUBLIC}

[, {user|role|PUBLIC} ]...
[WITH ADMIN OPTION]

. Object _m)all gsin e Glada -2
Jsaall (e Do Cada Mie ,0m0 JS5 e illeall ity e Lndlall o34
Object : (2l 5w o clada glsil 6-5

cladlall g5 (3.2) Jsas
falal a5l

CREATE ANY INDEX ALTER ANY
INDEX DROP ANY INDEX
CREATE TABLE CREATE ANY
TABLE ALTER ANY TABLE DROP
TABLE ANY TABLE SELECT ANY TABLE
UPDATE ANY TABLE DELETE ANY
TABLE
CREATE SESSION ALTER SESSION
RESTRICTED SESSION
CREATE TABLESPACE ALTER
TABLESPACE TABLESPACE DROP TABLESPACE

UNLIMITED TABLESPACE

INDEX

SESSION

Biller, A, The Performance of three Database Strong Structures for Managing Large Objects, SIGMOD, 2002.: jyaall
1 SUIK dalal) Al

GRANT { object_privilege [(column_list)]

[, object_privilege [(column_list)] ]...

|ALL [PRIVILEGES]} ON [schema.]object
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TO {user|role|PUBLIC}|, {user|role|PUBLIC} ]...
[WITH GRANT OPTION]

p JShs) (B clibd) omali 5 Alaa g A pud) JIga 7-5

o Shpasil) 5 AV 2y 25y e 119 oyl Aoaa3 109 & 4l Wyl o3 S 119 JSIysY)
LSy (e 0 e L) (e liaY Julail) sy b Laaly Glld (36K Cagm 5 aladlall 5 aadiuall ¢ i
(b WS 11g i
:ailigll o
OS5 4ke L 5 i) 1) Waolin) oSy s Lgaladiiad Al gguy ual ladla desaa o
aadie e ST ) Wl (Say 5 aals axdid role dadag (e STl

Z\_Al:d\ :\-"%"‘J‘ EETEN Role 5\3:\1:)]\ ;L..u;\ USA:\ 9

CREATE ROLE role [NOT IDENTIFIED |
IDENTIFIED
{BY password | GLOBALLY }]

dapall cua e JY1 Gladlia (o3 Al it g al I role sl adais ) oSay g

Aty

GRANT role [, role]...

TO {user|role|PUBLIC}

[, {user|role|PUBLIC} ]...
[WITH ADMIN OPTION]

:0Sadl) plad) g (Salll @
pagul) Aalad) Adiall Cua e lilull sac 8 g0 d1za roOle @L}@%j du?e.cﬁe el (S
' AU set dadail) aladinly clly 5 Ladlall Jondil)

Set role user name _role;
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: AUIS User daail) aladiuly dld g {adtal) qaw o

SQL> alter user user name

2 default role mustafa _role ©?

(32)[1] Biller, A, The Performance of three Database Strong Structures for Managing Large Objects, SIGMOD, 2002.

[2] Beck, H., Gala, S., and Navathe, S, Classification as a Query Processing Technique, 2009.

[3] Bernstein, P., and Goodman, N, An algorithm for Concurrency Control and Recovery in Replicated Distributed Database, TODS,

2004
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(% MustafaAmin Backup Form

All DataBase backup to D Drive

Select Data Source [ local disk D-(D} v
UserId MAmin ]
Password [ceinne |

Select DataBase To Backup: itest v ‘

Backup File Name: lTestBaCkuD I

[. Start Backup ,] [ Exit ]

-
By ) The backup of database 'test' completed sccessfully

Microsoft SQL Server Management Studio
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Calculation of the Full Time Equivalent Employees Number of registered customer

Customers / Number of FT Employees = 80/8 = 10
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Abstract

The study aimed to identify the use of software engineering in the evaluation of
the performance efficiency of the functions of security and confidentiality in active
databases, study used a descriptive method and applied method in achieving the
quality through three indicators to measure and assesses the quality of protection
and secure data algorithms. These indicators are entering the system through
username and password index, password index and data backup the index, then
analyzing it using software engineering measurement mechanism, and then use a
questionnaire to collect data for assessing the backup data algorithm for the third
index, and relative compatibility with global policies to protect and secure data, then
collecting and analyzing data and testing hypotheses to achieve the objectives of the

study.

The most important results of the study are the following:

Measurement method achieves a high rate of accuracy standard in the security,

confidentiality and data protection.

Measurement method achieves proportional stability for customers, full-time

employees and part-time employees in the first indicator.

The policy of change the user name and password mentioned in the second indicator

had been applied, in accordance with the global policy to secure and protect data.

The result of assessing the measurement of the algorithm quality for the backup is

very satisfactory evaluation, which was 92.6% in the third indicator.
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Abstract

The study aimed to identify the use of software engineering in the evaluation of
the performance efficiency of the functions of security and confidentiality in active
databases, study used a descriptive method and applied method in achieving the
quality through three indicators to measure and assesses the quality of protection
and secure data algorithms. These indicators are entering the system through
username and password index, password index and data backup the index, then
analyzing it using software engineering measurement mechanism, and then use a
questionnaire to collect data for assessing the backup data algorithm for the third
index, and relative compatibility with global policies to protect and secure data, then
collecting and analyzing data and testing hypotheses to achieve the objectives of the

study.

The most important results of the study are the following:

Measurement method achieves a high rate of accuracy standard in the security,

confidentiality and data protection.

Measurement method achieves proportional stability for customers, full-time

employees and part-time employees in the first indicator.

The policy of change the user name and password mentioned in the second indicator

had been applied, in accordance with the global policy to secure and protect data.

The result of assessing the measurement of the algorithm quality for the backup is

very satisfactory evaluation, which was 92.6% in the third indicator.
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Login trigger code : User name and password

In the first form of the app, use the ON-LOGON trigger to call another form to get name an password:

BEGIN
Call_form ('LOGON_APP', NO_HIDE);
IF :GLOBAL.logged_on != 'TRUE' THEN
RAISE Form_Trigger_Failure;
END IF;
END;

That form contains a LOGON_BLOCK WITH:
USERNAME

PASSWORD

CONNECT (connect string: the name of the database)
OK button

CANCEL button

The OK button contains:
IF :logon_block.username IS NULL THEN
BELL;
RETURN FALSE;
END IF;

Set_Application_Property(Cursor_Style, 'BUSY');

LOGON (:logon_block.username,
132




:logon_block.password| |'@'| | :logon_block.connect,
FALSE);

IF FORM_SUCCESS THEN
Set_Application_Property(Cursor_Style, 'DEFAULT');
RETURN TRUE;

ELSE
Set_Application_Property(Cursor_Style, 'DEFAULT');
res := Show_Alert ('probleme’);

RETURN FALSE;

END IF;

Change Login trigger code

password user_name or passw user_name
SQL> passw scott

Changing password for scott

New password:

Retype new password:

Password changed

Backup code
PROCEDURE DO_BACKUP IS
;(GET_APPLICATION_PROPERTY(USERNAME =: (USERID VARCHAR2(50
;(GET_APPLICATION_PROPERTY(PASSWORD =: (VARCHAR2(50 PSW
;(GET_APPLICATION_PROPERTY(CONNECT_STRING =: (CSTRING VARCHAR2(50
;(fPathName varchar2(200
;(BDIR VARCHAR2(1000
(DMPFILENAME VARCHAR2(100
BEGIN
;("...MESSAGE( 'Doing Backup
;SYNCHRONIZE
if bdir is null then
into bdir select BKPDIR
URparam from
:'Pcode = 'BACKUP where
end if
if Substr(bdir,length(bdir),1) !="\' then
\'"[| (bdir := rtrim(bdir

end if
;((bdir := Itrim(rtrim(bdir
;(to_char(sysdate, 'ddMONyy') | |'_'| |dbms_random.string('x', 5 =: dmpfilename
;(USERID| ['/'] |IPSW||'@'| |cstRING| |"'| | bdir| | dmpfilename]|' host('backup.bat
exception

when others then
;(".check parameters for the backup option message('Please
;END
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